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Providing a Comprehensive Model of Network Risk Assessment Based on

Multi-criteria Decision Making Technique and Bayesian Modeling

Nahid Khodaiberdi', Aliakbar Hasani"*, Mohammad Ghodosi"
ABSTRACT

Risk assessment can provide valuable information for decision making in risk reduction,
optimization of control systems, and planning to provide a favorable response. From a process
perspective, uncertainty lies ‘internally’ and ‘externally’ to the activity in the form of risk
factors. In this study, a hybrid risk assessment method with the capability of analyzing
quantitative and qualitative data related to processes based on multi-criteria decision-making
techniques and Bayesian statistics is presented. A process-oriented quantitative risk assessment
methodology is proposed to evaluate the risk associated with processes using modeling and
decision-making approaches. First, the risks involved in the process and its associated factors
are identified through a targeted risk assessment approach. The identified risks are first
quantitatively and finally quantified using the Bayesian network of relationships between them
to assess the risks involved in the process. Bayesian networks provide a decision support
system for many of the problems associated with uncertainty and possible reasoning and are
used as an efficient way of modeling decision problems in uncertain situations. Next, the
production process scenarios (schemes) are analyzed using the Bayesian analysis network.
Finally, each of the production process scenarios is evaluated and ranked by the MACBETH
Multi-Criteria Decision Making Method. MACBETH (Measuring Attractiveness by a
Categorical Based Evaluation Technique) is a multi-criteria decision analysis approach used to
determine value functions as well as aggregated ones while comparing different scenarios.
Using the proposed methodology as a decision-making tool, alternative manufacturing
scenarios (i.e. manufacturing process plans) are developed and ranked based on desirability.
The proposed model is implemented as a case study for process risk analysis in a power plant.
The methodology is tested with a case study that supports both its conceptual and operational
validity. The results of the research indicate the effectiveness of the proposed method for risk
analysis to its achievements. Although the methodology is illustrated with a case study issued
from the part manufacturing, it is also applicable to a wide range of other processes.

Keywords: Risk Assessment, Multi-criteria Decision Making, Process Modeling, Macbeth,
Bayesian Network.

! Master of Industrial Engineering, Department of Industrial Engineering and Management, Shahrood
University of Technology (Email: khodaiberdy@gmail.com)

2 Associate Professor of Industrial engineering, Department of Industrial Engineering and Management,
Shahrood University of Technology (Corresponding author: aa.hasani@shahroodut.ac.ir)

3 Instructor, Faculty of Engineering, University of Torbat Heydarieh (Email: m.ghodoosi@torbath.ac.ir)


mailto:aa.hasani@shahroodut.ac.ir




