Providing a risk management framework in smart supply chain processes based
on the Internet of Things

Abstract

In addition to being a revolutionary technology for all industries, the Internet of Things; It has also shown its potential
in processes such as supply chain. Management, forecasting, and monitoring applications help managers improve their
company's distribution operational efficiency and increase transparency in their decisions. The use of the Internet of Things
and artificial intelligence, in addition to increasing the analytical power of supply chain data, always has many risks due to
the existence and flow of data in the Internet network. Therefore, it is always important to understand the cyber risks that
can be faced by businesses in the face of these technologies. In this research, an attempt has been made to identify the most
important dimensions, features, and key indicators of cyber risk management in intelligent supply chains based on the
Internet of Things by reviewing the literature and opinions of experts active in the field of supply chain and information
technology and having relevant work and research records. to be Then a framework to manage risks should be provided.
This framework has been evaluated and validated using experts' opinions. Extracting cyber risks and managing them can
help improve performance and reduce smart supply chain challenges. Understanding this framework can also be an effective
guide to implement safe, intelligent supply chain systems with minimal risk.

Keywords: cause and effect framework, cyber risks smart, supply chain, supply chain risk, supply chain based on the
Internet of Things.
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